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Learning Objectives m=s ="

Discuss information privacy and methods for improving the
privacy of information

Explain the privacy of e-mail, data collection issues, and
censorship

Discuss the ethical issues related to information technology

Discuss the principles of intellectual property and issues
related to the infringement of intellectual property

Discuss information system issues that affect organizations,
Including the digital divide, electronic publishing,
telecomputing, and the connection between the workplace
and employees’ health

Describe green computing and the ways it can improve the
guality of the environment



Ethics from Wikipedia

Ethics (from the Ancient Greek "ethikos",
meaning "arising from habit") is one of the
major branches of philosophy, one that
covers the analysis and employment of
concepts such as right, wrong, good, evil, and
responsibility
= Itis divided into three primary areas. meta-
ethics (the study of what ethicality 1s),
normative ethics (the study of what ethical
truths there are and how they are known), and
applied ethics (the study of the use of ethical
knowledge)
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mAre ethical standards
universal ?







Ethical Issues

Ethics. A branch
of philosophy that
deals with what Is
considered to be
right and wrong
within a particular
context an




® What do these organizations have in

common?

Amazon
Apple

- Google

Facebook
Google - —— \

Intel [ Google Search ][ 'm Faaling
. search & the wet
LinkedIn

Microsoft PO WUUIN TR,
Twitter
Yahoo

........


http://phx.corporate-ir.net/phoenix.zhtml?c=97664&p=irol-govConduct
http://www.apple.com/supplierresponsibility/pdf/Supplier_Code_of_Conduct_V3_1.pdf
http://www.dell.com/downloads/global/corporate/vision_national/code_of_conduct.pdf
http://www.facebook.com/press/info.php?factsheet
http://investor.google.com/corporate/code-of-conduct.html
http://www.intel.com/content/www/us/en/policy/policy-code-conduct-corporate-information.html
http://investors.linkedin.com/documentdisplay.cfm?DocumentID=8816
http://www.microsoft.com/about/legal/en/us/Compliance/Buscond/Default.aspx
http://www.businessweek.com/managing/content/may2009/ca2009058_089205.htm
http://files.shareholder.com/downloads/YHOO/660619262x0x239565/4f32ddd0-82e5-47c2-ac71-75403ebbb404/YahooCodeOfEthics_Ext_1008.pdf




A Code of Ethics is a collection of
principles that are intended to guide
decision making by members of an
organization

Why do most corporations and
professional organizations have

a code of ethics ?







Code of Ethics

Corporations, professional organizations, trade
associations, etc. &/

m ServiceMaster Code of Ethics ——
Why have one ? _m
m to define acceptable behaviors (within the organization)

= to promote high business and individuals standards

= to provide a benchmark for people to use for self
evaluation

= to establish a framework for professional
responsibility
= as a mark of organizational maturity

Copyright — Dan Brandon



http://corporate.servicemaster.com/code_of_conduct.pdf
http://www.youtube.com/watch?v=sDPsSyaZNIw

Johnson & Johnson

go-ﬂmamqgoﬂwwon

PHARMACEUTICAL RESEARCH
& DEVELOPMENT, L.L.C.
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Business Ethics
[conflicts between profit and public interest]

MARTIN, I DISCOVERED NO ONE. THE STOCK
A DEADLY SAFETY FLAW WOULD PLUNGE AND
IN OUR PRODUCT. WHO WED HAVE MASSIVE

SHCOULD I INFORM? LAYOFFS. YOUR
CAREER LWOULD Bt

RUINED.
\

BUT MY NEGLIGENCE
COULD CAUSE THE
DEATHS OF A DOZEN

CUSTOMERS.
| THE FIRST
DOZEN IS
- ALULAYS THE
Gf HARDEST.

o/
| :
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The Four Categories of Ethical
Issues In IT

Privacy Issues (confidentiality) involves
collecting, storing, and disseminating
iInformation about individuals

Accuracy Issues (integrity) involves the
authenticity, fidelity, and accuracy of
Information that is collected and processed

Property Issues Involves the ownership and
value of information

Accessibility Issues revolve around who
should have what kind of access to
Information and whether they should have to
pay for this access
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Protecting Privacy

Privacy. The right to be left alone and to be
free of unreasonable personal intrusions

Two rules have been followed fairly closely in
court decision In most countries:

= The right of privacy is not absolute -
privacy must be balanced against the
needs of society
= The public’s right to know is superior to the
individual’s right of privacy
US Patriot Act - DHS



http://www.youtube.com/watch?v=5raH8oORHKM

US Patriot Act

THE PATRIOT ACT:

Turning Citizens into
Suspects Since 2001

Wiy

Important Information
About Opening A New Account

To help the government fight the
funding of terrorism and money
laundering activities, Federal law
requires all financial institutions to
obtain, verify and record information
that identifies each person who opens
an account.

What this means for you:
When you open an account, we will
ask for your name, address, date of
birth and other information that will
allow us to identify you. We may also
ask to see your driver's license or
other identifying documents.

W
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IT & Privacy — Hot Issues Today

Electronic Surveillance. The tracking of
people’s activities, online or offline, with the
ald of computers

Information on social media, Internet
bulletin boards, newsgroups, directories,
chat rooms, and blogs

m Have you Googled your own name ?

Personal Information in Databases -
Information about individuals is being kept in
many types of databases: public &
government, private, social, medical, banks,
utilities, and credit-reporting agencies



NSA Communication Surveillance



http://www.google.com/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&docid=vyH9ssCPzW1OcM&tbnid=GvFhcp1nZaqCTM:&ved=0CAUQjRw&url=http://www.abine.com/blog/2013/a-collection-of-nsa-memes/&ei=5JRJUpLVJaLH2QWw7YDIAw&bvm=bv.53217764,d.b2I&psig=AFQjCNESp-GDMNd7A_0bsEIBp5Fafi0B1A&ust=1380640338279313

In everyday life, what ways
do you pass on information
about yourself ?







Information About Yourself

A better question might be: in what ways do you not
pass on information

Think about all the ways you generate information about

yourself that other people can use:
= credit card purchases
= telephone calls

cable TV viewing

e-mail & internet usage

magazine subscriptions

mail order purchases

banking transactions

video and other rentals

“Kroger” card



http://www.youtube.com/watch?v=_oHFWp5xqbs
http://www.youtube.com/watch?v=Cme_RDgYXlc&feature=related
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THE INTERNET
S , S % ile

madoitanartfonntouacknot only
your purchasing patterns but also
what items you viewed so they can

g r'ocomrnend more products that align
with your interests and needs.

analyzes this behawor to s
target ads to you‘ -

WL g

l-lome speaker by vonce, those compames reoord
what you utter. Doc Searls, editor in chief at
Linux Journal, calls smart speakers “a personal
data fire hose squirting from your house.”

. Some smart TVs can collect your view-
ing data and other information. New
models typically ask your permission
first, but it’s not always easy to under-
sbandwhatyw‘reagreemgﬁo.lfyou '
hammolderset,itmaybe‘tracking
mbrdefadt—yo:rd have to opt out.
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Private Databases

Credit data

Medical data
Memberships
Subscriptions
Banking

Purchases & Rentals

Telephone, Cable TV, Internet/E-Mall
providers

Employment

Copyright - D. Brandon, Ph.D., PMP
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Privacy and Targeted Advertising

The % of clicked on adds that result in a sale
fI’Om a targeted ad (advertisements are placed so as to reach consumers based

on various traits such as demographics, purchase history, or observed behavior) IS 6 . 8%,

as opposed to a non-targeted ad rate of 2.8%

In 2005 40% of business web sites tracked
viewers behavior, that is now up to 85%

The privacy policy of most business websites say
they only share your data with their subsidiaries
— the median number of subsidiaries of the top
50 business websites is 93

Copyright — Dan Brandon



Government Info

Census Data

Tax Data

Social Security Data
Criminal Data
Medical Data
Bankruptcy & Liens
Permits

Lawsuits

Marriages/Divorces

Welfare, Medicaid,
Medicare

Library Usage
Voter Information

Motor Vehicle
nformation

Firearm Information
Property Records
Business Records




How to act...

Best to act like your
home, office, catrr,
etc. is "bugged” all
the time

Best to act as If you
are on camera all
the time

Copyright — Dan Brandon



rivate Browsing - Anonymizer

1.800.921.2414  Consumer Privacy ~ Nirepid Products

OVERVIEW  USECASES  RESOURCES SUPPORT  CONTACT US

Ton disperses enterprise web scraping activity over our vast network of anonymous rotating IP addresses, allowing you to increase your
data collection speed, avoid detection by targeted sites, and perform unrestricted deep-drill scraping. Ion is not only faster and safer, but is
more reliable than other comparable solutions. Our high-speed, low latency IPs accelerate your data collection, with far more accurate and

reliable results.

The Ion Advantage

Speed Reliability IP Quality

Qur pricing model is bandwidth-based, giving you unlimited access to a vast pool of anonymous IPs and no data overage charges—EVER.

You'll never have to worry about keeping track of your usage or connections.

Copyright — Dan Brandon



Epic Privacy Browser

o Epic's Encrypted Proxy is a free built-in VPN that protects your browsing history from your ISP & other data collectors and secures you on public WiFi.

@ epic privacy browser

Why | need Epic

No Data Abuse

Your searches and browsing
history are tracked and sold
even sensitive searches for
jobs and health conditions.

No Ads

Tired of ads using your
personal data following you
around the internet?

Exposed: Shocking Truth

Behind Getting Pregnant

See the system

thousands of %
women are %
using. More

here.

No Spying

M 72 Trackers

31 Trackers

Lower Price

S1770 vs. $2116 fora
NYC-AUS flight.

"[Consumer Reports]
found the cleared
browser offered
fares...

from $1,770 to 51,950
[vs.] 52,116 [in the
uncleared browser].

USA Today

Epic Key Features Blog Forum FAQ About Us Contact Us

The world's only private and secure web
browser blocks ads, trackers, fingerprinting,
cryptomining, ultrasound signaling and more.
Stop 600+ tracking attempts in an average
browsing session. Turn on network privacy
with our free VPN (servers in 8 countries).

Ep

. pic is
EE and
g- Download Epic Now ¥/ Zw 1
. a minute

We believe what you browse & search online should always be private.
In incognito mode, you're sfill being tracked.
Join over one million users who've chosen privacy. For Mac & PC.

As seen in:

techalorld | PCWorld
™ COMPUTERWOR
wnzne |- QL Fehacker | Iinialize NCARS

it COMPUTER! | ® Litehack | [CETENTE

—
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Epic (con’t)

You're still tracked in Incognito mode.

Your Browsing History is: \gﬁ C; --

Deleted from your computer m

Proteced from:

Your ISP m

Your Government u

Hundreds of Data Collectors m

Your Employer m

* Epic provides full protection with the encrypted prosxy turmed on.

** Firefox and Apple use Goople services and receive over 5300 million and %3 billion from Google
respectively.

Copyright — Dan Brandon




Epic (con’t)

Blocking cookies? Using a VPN?
You're still being tracked.

You're tracked not just with cookies but
also via device fingerprinting, most
prevalently image canvas data which only
Epic blocks.

A simple webrtc function can leak your actual
IP address even if you're using a VPNM. Epic
protects you.

Epic lets you spy on the spies.
See who's tracking you in your other browsers.
See the trackers Epic blocks at each website you visit.

Copyright — Dan Brandon




Government Info Laws

Governments (both Federal, local, and
state) maintain a lot of information on
yOul.

m By law this is normally public
iInformation and anyone can have
access to It (license plate example)

There are over 1000 Federal and State
laws concerning information privacy

Copyright - D. Brandon, Ph.D., PMP -
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Major US Privacy Legislation

Fair Credit Reporting Act (1970) - allows
Individuals access to their credit records, to
receive free copies, and to challenge the
contents

Freedom of Information Act (1968) - Allows
Ccitizens to get access to data that has been
gathered by federal government — however

Copyright - D. Brandon, Ph.D., PMP -
Christian Brothers University



Major US Privacy Legislation (con’t)

Privacy Act of 1974 - Allows people to
determine what information is collected about
them by Federal government, to prevent
records obtained for one purpose from being
used for another, to have access to and get
copies of information on them, to correct
records, to file civil suits for damages

Problems:

m 1/ percent of government agencies are exempt

= Government disorganization and bureaucracy
prevent individuals from learning about most data

m Government employees sell and use information

Copyright - D. Brandon, Ph.D., PMP -
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Right to spy ?

Does your employer (or school) have to right to
access information and usage of your work
computer?

Does your employer (or school) have to right to
access information and usage of your own
computer (or cell phone) at the workplace?

Does your parent have to right to access
Information and usage of your computer at home?

Does your spouse have to right to access
Information and usage of your computer at home?

Copyright — Dan Brandon






Major US Privacy Legislation (con’t)

Electronics Communications Privacy Act of
1986

= Protects the privacy of electronic messages sent
through public networks

= Not through private networks (ie your employer)
= Not in your home (ie your parent and/or spouse has
access rights)
Digital Telephone Act of 1994 requires that all
telecommunications equipment be built so
that the government can tap into it

Copyright - D. Brandon, Ph.D., PMP -
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Major US Privacy Legislation (con’t)

Telecommunications Act of 1996 - is the first
major overhaul of telecommunications law; the
goal of this new law is to let anyone enter any
communications business -- to let any
communications business compete in any
market against any other

Communications Decency Act (CDA) - was
the first notable attempt by the United States
Congress to regulate pornographic material
on the Internet

Copyright — Dan Brandon



Major US Privacy Legislation (con’t)

Health Insurance Portability and Accountability Act
(HIPAA) - is US legislation that provides data privacy and
security provisions for safeguarding medical information

Fair and Accurate Credit Transaction Act (FACTA) - is an
amendment to FCRA (Fair Credit Reporting Act ) that
was added, primarily, to protect consumers from identity
theft and stipulates requirements for information privacy,
accuracy and disposal

Children’s Online Privacy Protection Act (COPPA) is a
law created to protect the privacy of children under 13.
The Act was passed by the U.S. Congress in 1998 and
took effect in April 2000



Social Media & Privacy

24 million Facebook users leave their profiles mostly public

73% of social media profiles can be found thru a public
search engine

7 7% of social network users do not restrict access to their
photos

70% of employers now use social web sites to check on
|ob candidates

33% of employers have found information that caused
them not to hire a candidate

Facebook profile now being used to check rental
applications, credit applications, insurance applications,
etc.

Copyright — Dan Brandon



Social Intelligence

oioi ¥ f(f
) {1V

5 5 o/ of Millennials are willing o share
0

their data in exchange for discounts
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Which Apps Allow False Information

POLITICSY HEALTH/S YOTING/ MANIPULATED

SOCIAL CORONAVIRUS CENSUS MEDIA
§ racesoox & @ X X
BB nstacram . ® ¥ X
@ rouTusE [ W X @
oW TWITTER & & X _—.
G PINTEREST L) p X *
« REDDIT & - & x
A snarchar @ b % P
€ wHaTSAPP & ] ) =)
@ TIKTOK S >t Py X
@ -~oneco @ SOMETIMES X PROHIBITED



Soclal Media & Jobs

Companies have long used criminal background checks,
credit reports and even searches on Google and
LinkedIn to probe the previous lives of prospective
employees

Now, many companies are requiring job candidates
to also pass a social media background check

Social Intelligence scrapes the Internet for everything
prospective employees may have said or done online in
the past decade or so

= Then it assembles a dossier with examples of professional
honors and charitable work, along with negative information that
meets specific criteria: online evidence of racist remarks;
references to drugs; sexually explicit photos, text messages or
videos; flagrant displays of weapons or bombs and clearly
identifiable violent activity

44


http://www.socialintel.com/

www.truthfinder.com

T H E START HERE - Try searching a friend, relative, celebrity, yourself, or someone else

BEACON you might know...
‘ First Name H Last Name All States m

Online Privacy

New Website Reveals
/ Personal Information Even

J Google Cant Find

Copyright — Dan Brandon



U.S. tech giants have enormous influence over what we buy, read, see,

and think. But is their market power illegal? At a July 29 House hearing,
lawmakers leveled monopoly-abuse accusations at the leaders of Amazon,
Apple, Facebook, and Google. We sift through the charges, compile the
evidence, summarize the CEOs’ defenses, and ask experts whether the
lawmakers made their case. —David MclLaughlin, Ben Brody, and Naomi Nix

Facebook

THE ALLEGATION
AMBZON.CoM nc. uses predatory
pricing Lo cnash rvals, in 2008

it decided Diapers.com was o
sgniticant threat and started

a price war against it. Amazon
=iashed prices 5O much it lost
2200 midon in & month on
diapers. it then acquired Diapers
corm owner Quikdsl Inc, cut
promofions and discounts, and
uftimatedy increasod proas, sakl
Democratic Reprasentative Mary
Gay Scanion of Pennayhvania

THE EVIDENCE

In an nternal amail North
Amarican consumer sales chict
Doug Herringlon saic Amazon
Necdaed “to match prcinNg on
thesae guys no matier what

the cost.”

THE CEO DEFENSE

At the hearing Chief Exocutive
OfMicar Jeif Bazos sakd ha ddn't
remember raising prices after the
Quidsi Seal. “This was 11 years
890" he said, addng that price
dizcounts to attract customerns
are a traditional retaier tactc and
that customers had many other
oplions for diaper purchases.

THE LEGAL ANALYSIS
FPredatory pricing casas are
difficui. The government woulkd
have ta show that Amaron sot
diaper prices below acquisition
costs and that, onoe a rival was
driven out of Dusiness, Arnmazon
was abie 1o recoup lossces Dy
raising prices above a compeatitive
level “The hardast part of this
burden is this recoupment
regurement,” say=s George
Washington University ieew
professor Willlam Kovscic. “Show
Me Now CONSUIMEers are worseae oft”

THE ALLEGATION

Appie Inc. 15 an unfalr gatekeapear
toits App Store, controlling the
fate of developers by deciding
whech apps get n and sometimss
planing favontas. Democratic
Represantative Val Daemings of
Caliormia ssid Appie’s polices
alicwed it to pick app winmers and
lasers. “Appile rules mean Apple
8PS always win™ =he sakd,

THE EVIDENCE

Apple agread in 2016 ta halve its
typecal 30% Apo Store tea for
Amaon na dead 1o pul its Prime
Video app on Apple's mabile
devices and TV sct-top box

The companias agread to a 15%
revenus share for customers who
signed up through the apo and no
share for usars whod subscribed
ciscwhara. Intermal emmails

also show that CEO Tim Coolkc
promisaed to fast-track aporovals
for apps from China's Baidu.

THE CEO DEFENSE

Cook said access Is “very wide,”

1o the App Stora. "There's fierce
compatition for developars,

and we want svery apg” on

the platiorm. which has about

1.7 million availabile. He equated the
Ccompetition to attract davaelopars
o a “street fight for markat shase
In the smaiphons businaess " Coolc
said Apple has never inoraased the
cormmession it charges developers,
and al 2pps are reated equasty.

THE LEGAL ANALYSIS

Just charging developers a high
COMMISSIon st enough to brng
an antitru=t case, says Hal Singer,
amanaging director at consuling
frm Econ One. There neads to be
evidaencs of some restrant that
Pasrrns competition.

THE ALLEGATION

Facebook INc. uses “copy, acquinrg
and Wil sgainst rivads. 2 cought
nstagram in 2012, seaing the site
s an amarging threal. in 20148 it
bowughs WhatsApp, a rival 1o its
Messanger. Democrat Pramila
Jayasal of Washington said
Facebook identified nstagram as
a competitive threat “and t1oid them
hat if thery didn't I8t you Sury thern
up, there would e consequences. ™

THE EVIDENCE

Emails and texts show that CEQ
Marik Zuckerterqg askaed formar
Chvef! Financial Officer Davia
Eberzman n Februsry 2012

about buyng Instagram and

Path, a now-defunct soclal media
compary. Zuckerbeng said they
had establshed “meaninghud”
brands, and "if they grow to a large
a8cals they could be very disruptive
to us.” He agreed that et of his
mative in buying Instagram was to
“neutralize & potential competitor.™

THE CEO DEFENSE

Zockerberg said Instagrasn
Succesded boecause Facebook
irvested In it “With hindsight it
probably ooks ke, ocbhwous that
Instagram would have reached the
=oale that it has today, but =t the
e it was far from obwious"

THE LEGAL ANALYSIS

Jeonifer Rie, an antitrust expoert
at Sloomberg nleligence, says

a monopoly-abuse case might
sucoaad, but forcing Facethook to
crvest Instagramm wwoudd be towgh,
uniess the US can prove there's
beon an actual loss 1o competition
that noads restocing. That will be
difficui 1o =how given Instagramm's
Current SLCCeSsS and uncartanty
about any Independent futura

THE ALLEGATION

Democrat Dardd Cicilins of Rhode
f=lend. who chairs the House
anttrest subcommiltee. fired off
he hearing's first question to
Google CEC Sundar Pichai: “Why
does Google steal content from
honast businesse=7" Ciciling sald
the company uses that content to
creatae a “walled garden™ and o
keep users on Google propertias
rather than directing them to sites
that orignated 1he nformation or
ofter more relevant date

THE EVIDENCE

Ticiiins cited an internal Google
memao from 20086 that obsaerved
olther websitas were getting “tco
much traffic.” 5o Google dacided
fo "put anend o that ™

THE CEO DEFENSE

Pichai disagreed with Ciciline's
“stoken content” charactenzation
He =aid Google supports

14 milkon small businesses

with more than S388 bidkon in
ecanamec actvity, Pichail also
=aid Google conducts itselfl “to
the highesat standard ™ adding
1hat it has numercwes compatitorns,
including Amazon, where “ower
559 of product sesrches
orginate.”

THE LEGAL ANALYSIS

An antitrust challenge aganst
Goagle could have a shot at
SUOCesSs, says Bloombearg's Rie,

i It could show the company's
actions are cxcluding o
substantialy foreciosing rivals
from access 10 the market A case
could claim that Google, without
legitimate business justincation,
demoted rivais’ content in secsrch
resulls so that users couldn't
readily sec it



Lobbying by Tech Companies

LASTEBYTE

TECH DOES
K STREET

YEARLY LOBBYING
AMOUNTS FOR
SELECTED TECH
COMPANIES
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ALPHAIET — Q

AILEZON
FACEBDOK
MECROSOFT ——

APPLE

ALIBABS ——

INTERNET ASSN.

UBER \>/ = ]
FACEBOOXK FOUNDER _):/ - ~ i =
Mark Zucksrberg is no SaLESFaORCE — = ~= SSO00 M.
stranger to the ways of - =
Washington, D.C. The billionaire YaHoQ 2= =
CEQC has=s defended his company
inaseries of public grillings by TWATTER §

Congress inrecent yessrs. Behingd the

scenes, he's also ermbraced a time-

honored practice for winning nmfluence

insides the Baltway: splashing the cash_ Inthe

first nins roonths of this year, Facebook spent
S312.3 miillllon on labbying . according to the Canter
for Responsive Politics. well ahesad of its 2018
pace. But Zuckis hardly alone. Over the past docsda,
tech companiss have neressed their spending on

K Stresetby 18.79% 10 S828_8 millon, coampared with
arise of jJust 4.5 across allindustries. Here, scims
of Big Tech'™s biggestspenders. —SRIANMO KEEFE
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Dark Patterns

The US Is v
considering a oL oy
“Detour Act” to

prevent “dark |
pattern” practices at |G
social media web |

sites with over 100
million monthly

INSTAGRAM

o T
GOOGLE FACEBOOK

active users I [

APPLE
MESSAGES
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Dark Patterns (con’t)

) nraonTnroaTTnt
v W11 ; 1™ H!.
! | L\ 1] ! !
M WA ' |

Social platforms release Page or app design purposefully
more information to brokers focuses your attention on one
than you realize. Also thing to distract your attention
known as “Privacy Zuckering," from another.

after Facebook’s CEQ.

rUH EXAMPLE...
FOR E 55 Airbnb displays “per night” prices
Facebook shares user data with for listings, but other expensive
advertisers by default. line items such as cleaning, service
Users must change settings fees, and tax aren't shown unil
manually to opt out. the booking process.

nn cvynmunl o
Uit CANNTE LT
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Dark Patterns (con’t)

. £t L s I l: P\ Fl '\
O
PULSGULSED ADS

Advertisements are cloaked
as other kinds of content

or navigation, in order to elicit
a response from you.

FOR EXAMPLI

Although Google’s advertising

platform has regulations against

them, some ads it displays use
fake “download™ buttons to

trick users into clicking on them.

A "»;-_"" ..'_}'.;'" Bl Yy ol
..-f.'l-‘. : vlrl\'."'vl *;l " ' "é‘.

Software entices you to do
one thing, but an undesirable
thing happens instead.
Microsoft was criticized in
2016 when users noticed that
hitting the X on a software

update pop-up would actually
download an app instead of
closing the window.
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Dark Patterns (con’t)

™M Al L T f-' .
LUNT LRI

The option to decline or opt out
of a function or service is worded
in such a way as to make users
second-guess themselves.

FOR EXAMPLE. ..

To cancel Amazon Prime,

users have to push buttons that
read “Cancel membership

and end benefits”" and “| do not
want my benefits.”

A site asks for your email or social

media permissions under false pre-
tenses, then spams your contacts in
a message claiming to be from you.

FOR EXAMPLE...

LinkedIn settled a class action law-
suit in 2015 for spamming users’
entire email contact lists when they
clicked an “add to your network”
button while signing up.
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Censorship

Types of Information on the Web

= Public information is posted by an organization,
public company, or public agency
Censored for public policy reasons
Censored If the content is deemed offensive to a
political, religious, or cultural group
= Private information is posted by a private
corporation or person

Uncensored because of constitutional freedom of
expression




Section 230

Section 230 says that "No provider or user of an
Interactive computer service shall be treated as
the publisher or speaker of any information
provided by another information content provider”

Dates back to 1996

However now Section 230 is being blamed for
enabling the worst aspects of social media such
as fake news, terrorist propaganda, revenge
porn, promotion of dangerous and defective
products, bullying, election interference, etc.
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Censorship (con’t)

Restricting access to the Web

= Countries such as China, Russia, Myanmar
(Burma), and Singapore restrict or forbid their
citizens’ access to some/all of the Web

= Parents use programs such as CyberPatrol,
CyberSitter, Net Nanny, and SafeSurf to prevent
children’s access to Web sites

= Net Neutrality: Internet service providers (ISPs) and
government agencies should treat all data on the
Internet equally — latest court ruling says that the
while feds do not have to enforce net neutrality, they
cannot prevent states from doing so




Compromises to Intellectual
Property

Intellectual property: Property created by
Individuals or corporations which is protected
under trade secret, patent, and copyright laws

Trade secret: Intellectual work, such as a
business plan, that is a company secret and
IS not based on public information

Patent: Document that grants the holder
exclusive rights on an invention or process for

20 years or so... q
i
Q/T\\’



http://www.youtube.com/watch?v=rvJSKlsjGog

Compromises to Intellectual Q(r‘ P
Property (Continued) -

Trademark: protects product names and identifying
marks

Copyright: Statutory grant that provides creators of
Intellectual property with ownership of the property for
life of the creator plus 70 years or so

= 1980 revisions to the Copyright Act of 1976 include
computer programs

Fair Use Doctrine: exception to the copyright law that
allows the use of copyrighted material for certain
purposes

Piracy: Copying a software program without making
payment to the owner



http://www.youtube.com/watch?v=iqQ3rVekqys

Intellectual Property (con’t)

Cybersquatting

= Registering, selling, or using a domain name to profit
from someone else’s trademark

Typosquatting

= Relies on typographical errors made by Web users
when typing a Web site address into a Web browser

Variation of cybersquatting
Called URL hijacking




What % of worldwide
application software installs
Involve pirated software ?







Worldwide - 40% of Ap’s are Pirated

80 -
701"
1
60 E Eastern Europe
50+ I Middle East/Africa
204 @ Latin America
O Asia/Pacific
3017
B Western Europe
20+ B North America
10 i B Worldwide
O i

% of Applications
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SIA

The Software Publishers Association (SPA) was
founded in 1984 with 24 members

The membership later grew to a thousand small
companies, and in 1999 it was merged with the (SIIA)
to form the Software & Information Industry Association

If you illegally copy software, it is Federal crime subject
to fine of up to $100,000 per incident !

When you copy software you lose the benefits of
documentation, upgrades, support, etc.

When you copy software, you are depriving the author’s
of their fare compensation and hurting the industry

SIIA “audits”
m Like IRS, one is guilty until proven innocent
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SIIA “Hotline”
m 800 -388 —-7478

Who makes most of the calls to the
SIIA hotline?
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Disgruntled employees
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lllegal Downloads

Minnesota Mom Hit With $1.5 Million Fine for

Downloading 24 Songs

Posted Thu Nov 4, 2010 10:38am POT by Daniel Kreps
n Amplifier

Al 34Kk [Ed 976

What's the value of a song? GRS T —————
Jammie Thomas-Rasset
has spent the last few years
in court debating that
question. The Minnesota
mother of four is being
penalized for illegally
downloading and sharing
24 songs on the peer-to-
peer file-sharing network
Kazaa in 2006, but how
much she owes the record
labels has been in question.
The jury in her third trial
has just ruled that Thomas-
Rasset should pay Capitol
Records $1.5 million,
CNET reports, which breaks down to $62,500 per song. It's a heavy
penalty considering the 24 tunes would only cost approximately $24
on iTunes, which was Thomas-Rasset' argument, too.
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Social Divisions and the Digital Divide

Digital divide: created between the
iInformation rich and the information poor
by information technology and the
Internet

= Computers still are not affordable for
many people

Increasing funding for computers at schools
and public places helps offset the divide

m Internet connections are still not available
everywhere

m Internet connections are still not
affordable for all




Digital Divide (con’t)

Average Monthly Price for Internet by Connection Type

$435

Source: Columbia Telecommunications Corporation.

$200 $300 $400
Average Monthly Price

$500
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Digital Divide (con’t)

Digital
Economic
S~ Divide

[
Approach




The Rich are Getting Richer
[Digital Divide Is one Cause]

SHARE OF NATIONS' SHARE
INCOMEGOING TO OF INCOME
THE RICHEST
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e
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CHILE
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Green Computing

Promotes a sustainable environment and
consumes the least amount of energy

Involves design, manufacture, use, and disposal
of computers, servers, and computing devices
with minimal impact on the environment

Requires cooperation of both private and public
sectors or€en

&)
Om p |,|t‘\“9



Green Computing (con’t)

Ways to achieve green computing
= Designing products that last longer and are modular in design
Parts can be upgraded without replacing the entire system

= Designing search engines and computing software that are faster
and consume less energy

= Replacing underutilized smaller servers with one large server
using a virtualization technique

= Using computing devices that consume less energy and are
biodegradable

= Allowing certain employees to work from their homes

= Conducting meetings over computer networks to reduce business
travel

= Using cloud computing
= Recycling computer-related materials




Generations and Social Issues

Share of respondents by generation who say they'd pay more for a product if the brand or
retailer promotes...

0 10 20 30 40 50%
- Environmental Q--®----}--- ©
initiatives
Racial [N S [ S— -Q

justice \ .

Gender @@ @0
equality

LGBT ®-&--|---- T O
causes

® Boomers © Generation X @ Millennials © Generation Z
54-72 years old 38-53 22-37 18-21
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The Growth of Telecommuting

s
ZIIN

Telecommuting has gained popularity since the late 1990s
because:

= Lowers corporate overhead since workers who are at
home don’t take up office space lowering facilities costs

some companies now have a large portion of their staff
without any formal “office”

Companies like Cisco have gone from 200 square feet per
employee to 50 and 60 square feet
= Workers who are given increased flexibility are
generally more productive and express higher
levels of job satisfaction

2/3’s of Cisco employees occasionally work from home.
The policy has saved the company $1M in monthly
expenses, while workers prefer to set their own schedules
and work in more comfortable surroundings.

Copyright - D. Brandon, Ph.D., PMP


http://www.youtube.com/watch?v=ASog5cHYPJU

Enabling Factors for Telecommuting

Three factors support the growth of
telecommuting growth:

m Work is increasingly knowledge-based so
workers don’t need to be “at work™ to do
their jobs

= More powerful computers plus cheaper
telecommunications make it possible for
telecommuters to be connected to corporate
networks at higher data rates from
anywhere

= Network hdw/sft improvements enable
workers to shift their work to accommodate
their lifestyles, especially parenting or living
In distant locations far from the office.

Copyright - D. Brandon, Ph.D., PMP



J

Telecomputing Benefits Q”

Potential Benefits

Can care for small children or elderly parents and spend more time with family

Have fewer restrictions on clothing for work, thereby saving the expense of work
wear

No commute, so distance and time factors are reduced as well as the effects of
car emissions on air quality

Able to work in more pleasant surroundings

Increased productivity

Decreased neighborhood crime because of more people being home during the
day

Easier work environment for employees with disabilities

Reduced costs for office space and utilities
Reduced employee turnover and absenteeism

Able to find and hire people with special skills, regardless of where they are
located

Fewer interruptions from coworkers
Copyright — Dan Brandon


http://www.youtube.com/watch?v=ijr7mhJh75I

m Despite the advantages
of telecommuting from
both the employers and
employee’s
perspectives, what are
some of the potential
work problems with
telecommuting ?
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Don’t look ahead ...
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Telecomputing Drawbacks

Potential Drawbacks

Can become a workaholic (no hard boundaries between “at work™ and “at
home”)

No regulated work routine

Less interaction with coworkers

No separation between work and home life

Potential legal issues about workers’ injuries

Family interruptions and household distractions

Lack of necessary supplies or equipment

Could create a two-tiered workforce—telecommuters and on-site workers—
that affects promotions and raises

Copyright — Dan Brandon



Telecommuters May Go Nowhere — Career Wise
(Los Angeles Times 1/17/2007)

Maybe Woody Allen may have been right, that “80% of
life really is just about showing up”

At least that's what many executives seem to think about
people who work from home

Telecommuters are less likely to get promoted than peers
who head into the office every day, according to a global
survey of 1,300 executives.

Executives may also be concerned about promoting a
hardcore telecommuter to a management position in
which face time with employees is essential. .

61% dinged telecommuters as being poorer bets for
advancement

“If you're not cultivating the right network of people, you
won't move up in any setting, whether you're
telecommuting or not”
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Telecommuting (con’t)

Six telecommuting gquestions companies need
to answer:

= Is full time telecommuting a smart decision?

= How will you define and measure
performance?

= Will creativity suffer?
= How will telecommuting affect collaboration?

= What about employees “left behind” at the
office?

= Do you have an exit strategy?
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Are there some
sociological problems
Or ISsues concerning
working remotely,
telecommuting, or the
technologies involved ?
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Don’t look ahead ...
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Sociological Problems

People driving while on the phone

Annoyances of mobile phones (ringing at
Inappropriate times/places)

People becoming “socially disconnected”

Over-indulgence (eating, smoking and
other things not done as much as if one
were In the workplace)

Medical issues with wireless
communications (i.e. brain damage due to
radiation, etc. ?)

m Mobile 5G will bring increased radiation

Copyright - D. Brandon, Ph.D., PMP




Are mobile phones dangerous?
¥es

Radio waves given off by
mobiles can heat up body
tissue, having damaaging effects

‘Mo

: Radio waves are not powerful
i enough to cause heat damage
i to the body

Magnetic fields created by
mobile phones can affect the
way that your body cells work

' The magnetic fields are
. incredibly small, and so unlikely
' to affect cells in our body

People who make long mobile
phone calls sometimes complain
of fatigue, headaches, and loss
of concentration

! The same results have never
i been reported in laboratory

» conditions and may be due to
i other factors in modern

s lifestyles

Mobile phone users are 2.5
times more likely to develop
cancer in areas of the brain
adjacent to their phone ears

i Researchers admit it's unclear
: this increase is linked to using
» mobiles

The International Agency for

Research on Cancer found a link :

between childhood cancer and
power lines. Like mobile
phones, power lines also emit
radiation

: The radiation produced by

i powerlines is a different kind of
 radiation, with much more

i energy than that coming from

: mobile phones

Radio frequency waves similar
to those in mobile phones
altered the gene expression in
nematode worms

i Worms are not humans, there is
i N0 guarantee that our brain

v cells will behave in the same

L way

A 2010 medical study
proved that cell phone
radiation alters brain
activity !

A 2015 medical study
found that cell radiation
causes cancer in rats !


https://www.youtube.com/watch?v=V94shlqPlSI

Ways to Reduce Cell Phone Radiation

Use a wired headset — that is less
radiation that a Bluetooth headset

Use SMS texting instead of voice

Don’t use the cell phone as an
alarm clock — next to your bed

Be careful with radiation hot spots —
cell phones put out more radiation
when the signal is weaker such as
In rural areas, elevators, etc.

Use a radiation blocking case
Don’t live or work near a cell tower
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Should You Be Snuggling With Your Cellphone?
New York Times — 11/2010

WARNING: Holding a cellphone against your ear may be hazardous to your health. So may stuffing it in a pocket against your body.

I’'m paraphrasing here. But the legal departments of cellphone manufacturers slip a warning about holding the phone against your head
or body into the fine print of the little slip that you toss aside when unpacking your phone. Apple, for example, doesn’t want iPhones to
come closer than 5/8 of an inch; Research In Motion, BlackBerry’'s manufacturer, is still more cautious: keep a distance of about an inch.

“Most cancers have multiple causes,” she says, but she points to laboratory research that suggests mechanisms by which low-energy
radiation could damage cells in ways that could possibly lead to cancer.

Children are more vulnerable to radiation than adults; radiation that penetrates only two inches into the brain of an adult will reach much
deeper into the brains of children because their skulls are thinner and their brains contain more absorptive fluid

Henry Lai, a research professor in the bioengineering department at the University of Washington, began laboratory radiation studies in
1980 and found that rats exposed to radiofrequency radiation had damaged brain DNA. He maintains a database that holds 400
scientific papers on possible biological effects of radiation from wireless communication. He found that 28 percent of studies with
cellphone industry funding showed some sort of effect, while 67 percent of studies without such funding did so.

The unit of measurement for radiofrequency exposure is called the specific absorption rate, or SAR. The Federal Communications
Commission mandates that the SAR produced by phones be no more than 1.6 watts per kilogram. One study listed by Mr. Lai found
effects like loss of memory in rats exposed to SAR values in the range of 0.0006 to 0.06 watts per kilogram. “I did not expect to see
effects at low levels,” he said.

The 737 minutes that we talk on cellphones monthly, on average, according to the C.T.l.A., makes today’s typical user indistinguishable
from the heavy user of 10 years ago. Ms. Davis recommends keeping a phone out of close proximity to the head or body, by using wired
headsets or the phone’s speaker. Children should text rather than call, she said, and pregnant women should keep phones away from
the abdomen. The F.C.C. concurs about the best way to avoid exposure. It is not by choosing a phone with a marginally lower SAR, it
says, but rather by holding the cellphone “away from the head or body.”
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Summary

Employers search social networking sites, such as
Facebook or Instagram, to find background
Information on applicants

Spamming presents serious privacy issues

Two types of information available on the Web are
public and private

Many associations promote the ethically responsible
use of information systems and technologies

Information technology has created many new jobs

Green computing is one of the methods for
combating global warming



Library and Web References

Contemporary Issues in Ethics and Information Technology,
http://ezproxy.cbu.edu:9000/login?url=http://www.netlibrary.com/urla
pl.asp?action=summary&v=1&bookid=140156

Privacy Crisis: Identity Theft Prevention Plan and Guide to
Anonymous Living by Grant Hall

Privacy Protection and Computer Forensics, Second Edition by
Michael A. Caloyannides

Internet Privacy for Dummies by John R. Levine, Ray Everett-
Church, Gregg Stebben, and David Lawrence

Technology and Privacy: The New Landscape by Philip E. Agre
and Marc Rotenberg

Copyright — Dan Brandon


http://ezproxy.cbu.edu:9000/login?url=http://www.netlibrary.com/urlapi.asp?action=summary&v=1&bookid=140156
http://www.amazon.com/Privacy-Crisis-Identity-Prevention-Living/dp/0978657306/ref=sr_1_1_s9_rk/002-3308022-8007217?ie=UTF8&s=books&s9r=8afea4c110591b3d01106a510e100129&itemPosition=1&qid=1194553552&sr=1-1
http://www.amazon.com/Privacy-Protection-Computer-Forensics-Second/dp/1580538304/ref=sr_1_2/002-3308022-8007217?ie=UTF8&s=books&qid=1194553552&sr=1-2
http://www.amazon.com/Internet-Privacy-Dummies-John-Levine/dp/0764508466/ref=sr_1_3/002-3308022-8007217?ie=UTF8&s=books&qid=1194553552&sr=1-3
http://www.amazon.com/Technology-Privacy-Landscape-Philip-Agre/dp/0262511010/ref=sr_1_6/002-3308022-8007217?ie=UTF8&s=books&qid=1194553552&sr=1-6

Homework

Textbook Chapter Four
Quiz on these chapters

Individually for ABC email:

m Key (operational/strategic not supportive) business process
definitions

= [Information needs — Partial information model (Entities and
identifiers in Access) only at this point (relationships due later) —
take screen copy of Access relationship window -see next slide for
example with relationships

Team Report 2

= Competitive Analysis

= Critical Success Factors

= Strategic Use of Information Technology
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This is a screen shot of the Access relationship grid and shows a full
Information model; the partial model only includes the entities and

entity identifiers (shown as Access keys here), not the attributes
(Access columns) and relationships

a’é‘ Relationships

Puppies
¥ PuppyID
Puppy Name
Kennel Code

Kennels
¥ Kennel Code
Kennel Name
Kennel Location

4 [l

[ Puppy-Trick
¥ PuppyID
¥ Trick ID
Trick Where Learned
Skill Level
Costume

o] e 5
o
Tricks
¥ Trick ID
Trick Name
v
[ 4
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